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DORA Data Resilience Evidence Pack
Operational resilience evidence per EU 2022/2554 (DORA). ICT risk management, data integrity, incident reporting,

third-party oversight.

Report ID: FO-DORA-20260226T154117 | Generated: 2026-02-26 15:41 UTC | Signer: 0x90d8b4ED...a69b3e

43/43
Services

238+
API Endpoints

199/283
Reports Anchored

1
Signing Keys

80/100
Health Index

10%
Recession Risk

XRPL
Anchor Chain

ACTIVE
Anchoring

DORA Article Mapping
Evidence mapped to EU 2022/2554 (Digital Operational Resilience Act) requirements. Status reflects current operational state, not regulatory
certification.
Reports Anchored: 199/283 (anchoring_success_rate = 70.3%). All generated reports are ECDSA-signed; anchored reports are additionally
committed to XRPL blockchain.

DORA
Article

Requirement Evidence Status

Art. 6–14 ICT Risk
Management

43/43 services monitored; systemd watchdog; Uptime Kuma health checks;
failover RPC endpoints

OPERATIONAL

Art. 15–20 Incident Reporting Standardized error codes (400/429/503); structured JSON responses;
Structured logging (nginx); (12229+ entries)

OPERATIONAL

Art. 21–25 Resilience Testing 199 reports generated and verified; ECDSA signature validation; SHA-256
hash chain; XRPL blockchain anchoring with independent verification

OPERATIONAL

Art. 26–27 ICT Third-party
Risk

14 external data sources (FRED, ECB, World Bank, Chainlink, Pyth,
CoinGecko, DeFiLlama, ESMA/EBA, Climatiq, Ember, ENTSO-E, Ankr,
GeckoTerminal, XRPL); freshness tracking per source; circuit breaker on
timeout; no single-source dependency for scoring

MONITORED

Art. 28–44 Oversight
Framework

Cryptographic audit trail (ECDSA secp256k1); public JWKS endpoint for key
verification; XRPL immutable anchoring; all evidence independently
reproducible

OPERATIONAL

Service Inventory

Service Port Status Running Since

feed-api 5080 ACTIVE Wed 2026-02-25 19:4

macro-oracle 5100 ACTIVE Wed 2026-02-25 21:4

rwa-risk-oracle 5210 ACTIVE Sat 2026-02-21 14:4

verified-reports 5300 ACTIVE Thu 2026-02-26 16:2

payment-api 5090 ACTIVE Wed 2026-02-25 13:4

pay-per-call 5095 ACTIVE Sat 2026-02-14 11:0

risk-evidence 5200 ACTIVE Sat 2026-02-21 16:3

risk-api 5125 ACTIVE Sat 2026-02-14 11:0

circuit-breaker 5094 ACTIVE Sat 2026-02-14 11:0

baseline-tracker 5187 ACTIVE Sat 2026-02-14 11:0



Service Port Status Running Since

feedoracle-signing 5199 ACTIVE Sat 2026-02-14 11:0

epm-verify 5192 ACTIVE Sat 2026-02-14 11:0

verify-api 5141 ACTIVE Sat 2026-02-14 11:0

jws-provider 5186 ACTIVE Sat 2026-02-14 11:0

peg-monitor 5215 ACTIVE Sat 2026-02-21 15:3

significant-issuer 5216 ACTIVE Sat 2026-02-21 15:5

interest-scanner 5217 ACTIVE Sat 2026-02-21 16:0

document-compliance 5218 ACTIVE Sat 2026-02-21 16:2

reserve-quality 5220 ACTIVE Wed 2026-02-25 19:3

reserve-drift 5219 ACTIVE Sat 2026-02-21 21:1

rlusd-integrity 5191 ACTIVE Mon 2026-02-23 15:2

esma-register 5198 ACTIVE Sun 2026-02-15 12:1

dora-api 5196 ACTIVE Thu 2026-02-26 15:3

csrd-api 5197 ACTIVE Sun 2026-02-15 11:4

carbon-monitor 5070 ACTIVE Sun 2026-02-15 17:2

carbon-consistency 5185 ACTIVE Sat 2026-02-14 11:0

carbon-grid-api 5102 ACTIVE Sat 2026-02-14 11:0

climatiq-api 5110 ACTIVE Sun 2026-02-15 12:4

energy-api 5103 ACTIVE Sat 2026-02-14 11:0

eu-energy-api 5165 ACTIVE Tue 2026-02-24 20:4

ember-api 5170 ACTIVE Sat 2026-02-14 11:0

eu-ets-api 5175 ACTIVE Sat 2026-02-14 11:0

supplychain-carbon 5190 ACTIVE Sat 2026-02-14 11:0

worldbank-api 5101 ACTIVE Sat 2026-02-14 11:0

blockchain-data-api 5155 ACTIVE Sat 2026-02-14 11:0

rwa-node 5060 ACTIVE Sat 2026-02-21 14:2

health-api 5099 ACTIVE Sat 2026-02-14 11:0

datavault-api 5120 ACTIVE Sat 2026-02-14 11:0

analytics 5096 ACTIVE Sat 2026-02-14 11:0

feedoracle-mcp 5250 ACTIVE Wed 2026-02-25 11:0

report-api 5140 ACTIVE Sat 2026-02-14 11:0

mech-api 8000 ACTIVE Mon 2026-02-16 23:0

gnosis-listener — ACTIVE Mon 2026-02-16 22:4

Cryptographic Controls

Control Implementation Status

Data Signing ECDSA secp256k1 (ES256K) ACTIVE

Hash Algorithm SHA-256 (content + PDF) ACTIVE

Key Discovery JWKS at /.well-known/jwks.json ACTIVE

Blockchain Anchor XRPL Ledger (memo field) ACTIVE

Polygon (Planned) Smart contracts deployed; RPC reconnection pending PLANNED

Signer Address 0x90d8b4ED32FD4883... ACTIVE

Third-Party Data Dependencies



Per DORA Art. 28–44: all external ICT service providers must be documented. Freshness reflects last successful data retrieval at report
generation time.

Provider Data Type Scope Failover Freshne
ss

Federal Reserve
(FRED)

Macro-economic 86 series Cached fallback Fresh

ECB Data Portal EU Macro / Rates 10+ ECB
endpoints

Cached fallback

World Bank Development
Indicators

Global macro Cached fallback

DeFiLlama DeFi TVL/Yield 79 protocols Cached fallback Delayed

DeFiLlama +
GeckoTerminal

DEX Liquidity Token pairs Graceful degrade Delayed

Chainlink Oracle Price
Feeds

Multi-chain Multi-oracle
consensus

Pyth Network Oracle Price
Feeds

Multi-chain Multi-oracle
consensus

CoinGecko Market Data Token prices Multi-oracle
consensus

ESMA / EBA Registers Regulatory Data CASPs, EMTs,
ARTs

Cached mirror

Etherscan / Ankr On-chain Data Contract
verification

Graceful degrade Delayed

Climatiq Carbon Emissions Emission
factors

Cached fallback

ENTSO-E EU Energy Grid Generation mix Cached fallback

Ember Climate Energy Statistics Global grid data Cached fallback

XRPL Ledger Blockchain
Anchoring

Report anchors —

FeedOracle Evidence
API

Risk Evidence 79 protocols Local (port 5200)

ICT Governance & Risk Assessment (Art. 5–8)

Governance Status: IMPLEMENTED
• Controls: Cryptographic key management (JWKS rotation policy | Evidence Pack Manifest (EPM v1.0) schema governanc |
Role-based access control for API key tiers | Automated circuit breaker for anomalous data
• Evidence URLs: https://feedoracle.io/.well-known/jwks.json, https://feedoracle.io/.well-known/epm.schema.json

Control Implementation Status

Data Integrity ECDSA ES256K signatures on all API responses Active

Content Hashing SHA-256 payload hashing Active

Monitoring Continuous health checks + Uptime Kuma Active

Circuit Breaker WARNING WARNING

Services 6/6 Operational

• Crypto Stack: Signing: ES256K (secp256k1) | Hashing: SHA-256 | Key Mgmt: JWKS with rotation policy | Anchoring: XRPL
(active), Polygon PoS (planned)
• Data Sources: CCRI (carbon esg), Cambridge CBECI (carbon esg), Climatiq (carbon esg), Federal Reserve (FRED) (macro economic),
ECB Data Portal (macro economic), Chainlink (market data), Pyth Network (market data), CoinGecko (market data)

Live Risk Assessment (Art. 8)

Risk Domain Indicator Value Status

Data Integrity Signing Active ✓ Active

Data Integrity Key Status Active (feedoracle-prod-2026) Active

Data Integrity Key Expiry 2027-01-01T00:00:00 Valid

Operational Circuit Breaker WARNING WARNING



Risk Domain Indicator Value Status

Operational Active Anomalies 0 Monitored

Third-Party Oracle Sources 3 Multi-source

Operational CB Reason RLUSD attestation report age exceeds
60-day threshold (last: 2025-11). Peg,
rese

Noted

Operational CB Mode Degraded — scoring continues with
WARNING flag. Halt on CRITICAL only.

Active

Third-Party Macro Sources 3 Multi-source

Third-Party SPOF Mitigation Mitigated by multi-source cons Mitigated

Evidence Infrastructure (Art. 11–12)

• Schema: EPM v1.0 — https://feedoracle.io/.well-known/epm.schema.json
• Manifest fields: manifest_id, type, issued_at, issuer, subject, payload_hash, signature, anchor_ref

Step Action

Step 1 Fetch JWKS from /.well-known/jwks.json

Step 2 Verify ES256K signature against payload hash

Step 3 Verify SHA-256 hash against response payload

Step 4 Optional: verify on-chain anchor transaction

Audit Readiness

Capability Status

All responses signed ✓ Yes

Independent verification No FeedOracle account needed to verify signatures

Reproducible verification ✓ Yes

Regulatory formats EPM v1.0, ECDSA ES256K, JSON-LD compatible

Incident Reporting Capability (Art. 17–23)
Article reference: DORA Art. 17-23 — ICT Incident Management

• Anomaly Engine: Real-time z-score anomaly detection across 9 risk vectors
• Circuit Breaker: Automated halt on critical deviation
• Active Anomalies: 0 | Protocols Monitored: 79

Aspect Detail

Severity Levels LOW → MEDIUM → HIGH → CRITICAL

Risk Vectors Tvl Weight, Yield Spread, Diversification, Maturity, Regulatory

Risk Vectors (cont.) Institutional, Dex Liquidity, Onchain Transparency, Esg Carbon

Classification Separate classification tracks

Metric Target Notes

RTO (Recovery Time
Objective)

4 hours Full service restoration

RPO (Recovery Point
Objective)

1 hour Maximum data loss window

Time-to-Detect (TTD) < 5 minutes Uptime Kuma + health-api continuous polling

Time-to-Acknowledge < 1 hour Pager/alerting via Uptime Kuma notifications

Notification Path Uptime Kuma → Telegram
→ Admin

Automated alerting chain

Log Retention 90 days (nginx), 365 days
(audit events)

Structured JSON, ClickHouse DataVault

Runbook Documented per service systemd restart, circuit breaker reset, RPC failover



• Evidence format: Evidence Pack Manifest (EPM v1.0) | Signing: ECDSA ES256K with JWKS-published keys | Hashing:
SHA-256 content hash
• Reporting: Timestamped evidence packs per data point | JSON API responses with evidence metadat | EPM v1.0 (extensible to
ESMA/EBA templates)

Resilience Testing (Art. 24–27)
Article reference: DORA Art. 24-27 — Resilience Testing

Testing Domain Method Status

Circuit Breaker Automated halt on anomalous deviation WARNING

Auto Recovery True Enabled

Hash Verification SHA-256 in every API response Active

Schema Validation https://feedoracle.io/.well-known/epm.sc Active

Signature Verify https://feedoracle.io/.well-known/jwks.j Active

Oracle Consensus 3 sources: Chainlink, Pyth, CoinGecko Active

Disagreement Basis points spread monitoring Monitored

Stale Data Source age tracking with configurable th Monitored

Anomaly Detection Z-score based, 9 risk vectors, 61 protocols Active

Uptime Monitor Uptime Kuma (self-hosted) Active

ICT Subprocessor Registry (Art. 28–44)

• Service type: ICT data infrastructure (oracle/data feeds) | Jurisdiction: Germany (EU) | Criticality: Supports compliance
data workflows, not critical path
• Data processing: No personal data processed

Subprocessor Type Jurisd
iction

Crit. Relationshi
p

Exit/Fallback

Federal Reserve (FRED) Public Institution US HIGH Public API ECB fallback

ECB Data Portal Public Institution EU HIGH Public API FRED fallback

World Bank Public Institution US MEDI Public API Cached data

Chainlink Decentralized Orac Global MEDI Public API Pyth/CoinGecko

Pyth Network Decentralized Orac Global MEDI Public API Chainlink/CoinGec
ko

CoinGecko Market Data Provid SG LOW Free tier Chainlink/Pyth

DeFiLlama Open Data
Aggregat

Global MEDI Public API Cached fallback

GeckoTerminal Dex Data Provider SG LOW Public API DeFiLlama

EBA/ESMA Registers Regulatory Authori EU HIGH Public API Cached mirror

Climatiq Carbon Data Provid DE MEDI Paid API Cached fallback

Ember Climate Energy Data Provid UK LOW Public API ENTSO-E fallback

ENTSO-E Public Institution EU LOW Public API Ember fallback

Ankr RPC Blockchain Rpc Pro US MEDI Unknown TBD

Polygon PoS Blockchain Anchori Global LOW Infra N/A

XRPL Blockchain Anchori Global LOW Infra N/A

netcup VPS Hosting Provider DE HIGH Infra N/A

Cloudflare Cdn Ddos Protectio US/EU MEDI Infra N/A

Concentration Risk Mitigation

Measure Implementation

Multi-Oracle 3 independent oracle sources (Chainlink, Pyth, CoinGecko)



Measure Implementation

Multi-Source Macro 3 macro sources (FRED, ECB, World Bank)

Fallback Graceful degradation with stale-data detection

Vendor Lock-in No

• Exit Strategy: No lock-in, API access revocable per subscription | Data portability: All data available via standard REST API | Format:
JSON with cryptographic evidence metadata

RWA Custody Third-Party Risk (Art. 28)

DORA Art. 28 requires identification and monitoring of critical third-party dependencies. For RWA-backed services,
custodians and banking partners represent material ICT and operational dependencies. The following analysis is sourced
from FeedOracle’s Risk Evidence API.

Custodian Protocols SIFI Jurisdicti
on

Concentratio
n

BNY Mellon 2 (usdc, eurc) Yes US-NY MODERATE

Paxos Trust Company 2 (pyusd, usdp) No US-NY MODERATE

Cantor Fitzgerald 1 (tether-u) No US-NY LOW

State Street 1 (agora-au) Yes US-MA LOW

Standard Custody & Trust 1 (rlusd) No US-NY LOW

Societe Generale 1 (societe-) Yes FR LOW

Paxos 1 (usdg) No US-NY LOW

Bank of New York Mellon 1 (blackroc) Yes US-NY LOW

Segregated Bank Accounts 1 (monerium) No IS LOW

DBS Bank 1 (straitsx) Yes SG LOW

Brinks 1 (paxos-go) No US-VA LOW

Sygnum Bank AG 1 (sygnum-f) No CH LOW

Approved Custodians
(Network

1 (m0-found) No Multi LOW

Fidelity Digital Assets 1 (fidelity) No US-NY LOW

Segregated Bank Accounts
(LT

1 (eurite-e) No LT LOW

unknown 1 (frax-usd) No None LOW

Swiss Bank (Undisclosed) 1 (anchored) No CH LOW

Figure Technologies 1 (figure-y) No US-CA LOW

• Custodian concentration: 18 distinct custodians across 20 monitored protocols. Top custodian serves 2 protocols.
• Systemic importance: 6 protocols use SIFI-designated custodians.
• Risk distribution: 16 low-risk, 4 moderate, 0 elevated/high-risk counterparty profiles.
• Single Point of Failure: 10 protocols with SPOF flags. SPOF = single custodian with no secondary custody arrangement,
single-chain deployment, or single redemption channel without DEX liquidity backup.

Operational Exit Assessment (Art. 28–44)
Assessment of whether monitored RWA assets can be liquidated or redeemed in a business continuity scenario.

Protocol Exit Channel Settlement Depth Tier Score

Circle USDC Dual Channel T+0 Professional 95

Circle EURC Dual Channel T+0 Retail 72

PayPal PYUSD Dual Channel T+0 Institutional 80

Tether USDT UNVERIFIED UNVERIFIE
D

UNVERIFIED 0*

Agora USD UNVERIFIED UNVERIFIE
D

UNVERIFIED 0*

Ripple RLUSD Redemption Only T+0 No Liquidity 25



Protocol Exit Channel Settlement Depth Tier Score

Societe Generale
EURCV

UNVERIFIED UNVERIFIE
D

UNVERIFIED 0*

Paxos Dollar USDP Dual Channel T+0 Thin 62

Paxos USDG Dual Channel T+0 Thin 54

BlackRock BUIDL Redemption Only T+1 No Liquidity 22

• Dual exit channels: 5 of 10 assessed protocols have both DEX liquidity and issuer redemption.
• Note: 3 protocol(s) marked UNVERIFIED. Score degraded with * suffix. Reason: EXIT_CHANNEL_UNVERIFIED — issuer has not
published verifiable exit/redemption data.

Source: FeedOracle Risk Evidence API v1.0 – HMAC-SHA256 signed. Verifiable at feedoracle.io/api/v1/evidence/.



Appendix: Control-to-Article Mapping
Granular mapping of implemented controls to specific DORA articles. Each control is independently verifiable via the listed evidence
endpoint.

Control
ID

Control DORA
Art.

Evidence

ICT-01 ECDSA ES256K data signing Art. 9(1) feedoracle.io/.well-known/jwks.json

ICT-02 SHA-256 content hashing Art. 9(2) Every API response

ICT-03 JWKS key rotation policy Art. 9(4)(c) feedoracle.io/.well-known/jwks.json

ICT-04 XRPL blockchain anchoring Art. 12 xrpscan.com/tx/...

ICT-05 TLS 1.3 transport encryption Art. 9(4)(b) ssllabs.com/ssltest (external)

ICT-06 API key tiered access control Art. 9(4)(a) /api/v1/auth/verify

MON-01 Uptime Kuma health monitoring Art. 10 Internal dashboard

MON-02 systemd watchdog auto-restart Art. 10 systemctl status

MON-03 Circuit breaker auto-halt Art. 10 /api/v1/circuit/status

MON-04 Z-score anomaly detection Art. 10 /api/v1/rwa/anomalies

MON-05 Adaptive baseline tracker Art. 10 Port 5187

INC-01 Structured JSON error logging Art. 17 nginx access.log

INC-02 Severity classification (4-tier) Art. 18 /api/v1/dora/incident-reporting

INC-03 Automated Telegram alerting Art. 19 Uptime Kuma notifications

INC-04 90-day log retention Art. 17(3) nginx + ClickHouse

RES-01 EPM v1.0 schema validation Art. 24 feedoracle.io/.well-known/epm.schema.jso
n

RES-02 ECDSA signature verification Art. 24 /api/v1/epm/verify

RES-03 Oracle consensus (3-source) Art. 25 Chainlink+Pyth+CoinGecko

RES-04 Stale data detection Art. 25 Source age tracking

RES-05 Hash chain verification Art. 24 SHA-256 per response

TPR-01 Multi-source data redundancy Art. 28(1)a 14 external sources

TPR-02 Vendor exit strategy documented Art. 28(8) REST API portability

TPR-03 Freshness tracking per source Art. 28(5) TTL-based monitoring

TPR-04 No PII processing; logs contain IP/UA
only

Art. 28(3) Architecture review + log policy

TPR-05 Subprocessor registry Art. 29 /api/v1/dora/third-party

AUD-01 Cryptographic audit trail Art. 12 EPM + XRPL anchor

AUD-02 Independent verification (no account) Art. 12 Public JWKS + hashes

AUD-03 ClickHouse DataVault retention Art. 12 Port 5120

Known Limitations & Gaps

• Blockchain anchoring: XRPL serves as the active immutability layer for all reports. Polygon smart contracts are deployed
but RPC reconnection is pending.
• Formal SLAs: Third-party data sources (FRED, DeFiLlama) are public APIs without contractual SLAs. Mitigation: cached
fallback and multi-source redundancy.
• Penetration testing: No formal pentest report available. Planned for Q2 2026.
• Log privacy: Operational logs (nginx) may contain IP addresses and User-Agent strings for security monitoring. No
personal identity data is processed or stored. Retention: 90 days with IP minimization policy. GDPR Art. 6(1)(f) legitimate
interest basis.
This evidence pack documents operational controls, not regulatory compliance status. Final DORA compliance determination requires
assessment by a qualified auditor.

Provenance Block



Field Value

report_id FO-DORA-20260226T154117

generated_at 2026-02-26T15:41:17.895136+00:00Z

content_hash d56333b57ec4604bfd9d64908cd4d435bde1385a76382fbc33176cf3cc022481

signature 0xa28839e100f6e7a5f1fa6807dc781d69ed224a77...

key_id feedoracle-prod-2026

jwks_url https://feedoracle.io/.well-known/jwks.json

verify_url https://feedoracle.io/reports/api/report/FO-DORA-20260226T154117/verify

anchor_chain xrpl

anchor_tx 84706F4E0858C82B46C8820BB822E4F1C9E3809C2B305992021C6524DF5D303D

ttl_seconds 86400

Explorer: https://xrpscan.com/tx/84706F4E0858C82B46C8820BB822E4F1C9E3809C2B305992021C6524DF5D303D
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